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Rugged Router Provides Secure 
Networking for Anti-Aircraft System

DEFENSE SOLUTIONS 

Challenge Solution Results
• Rugged and secure Cisco IOS 
routing architecture 

• ITAR-free and RoHS compliant for 
EU market

• Pre-qualified MIL-STD-810/461 
environmental/EMI testing

• Integration effort reduced thanks 
to familiarity with Cisco IOS 

software 

• Delivered seamless 
communication with supporting 

command platforms

• Ahead of schedule delivery 
without the hassle of import 

restrictions

• Mobile anti-aircraft platform with 
SWaP-constraints

• Network solution with Cisco IOS 
embedded technology

• Deploy MIL-STD-validated COTS 
solution with proven field success

Challenge
Adversaries have become more adept at enabling combat 
aircraft, such as helicopters and smaller unmanned aerial 
vehicles, to avoid detection, making the protection of land 
forces and other high-value targets increasingly difficult. In 
response, modern anti-aircraft defense systems need to 
increase their mobility and reaction time while delivering 
high firepower. Mobile anti-aircraft platforms must remain 
relatively light so they can be moved quickly, either by land, 
sea, or air. This leads system developers to find ways to 

reduce size, weight and power (SWaP) wherever possible. 
Because these platforms are often deployed in remote and 
extreme outdoor environments, they also require superior 
onboard electronics and communications equipment. It 
is essential that mobile anti-aircraft systems can support 
reliable and secure network and tactical communications 
from varying distances with command and control systems, 
radar stations and ground forces.
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A leading European system developer with extensive 
experience developing anti-aircraft systems required a 
rugged network router for their new platform. The program’s 
requirements stipulated that the platform’s communication 
network provide a high level of security to protect onboard 
computing devices while supporting seamless operation 
with remote systems. Building upon previous successes, 
the developer sought a commercial off-the-shelf (COTS) 
Cisco® Systems IOS®-based network router. This approach 
enabled them to leverage their existing familiarity with this 
popular software architecture. To increase the platform’s 
mobility, the developer sought to minimize the SWaP of 
all onboard subsystems. In addition, the solution also 
needed to meet stringent European regulatory standards 
for prohibited substances, such as the Restriction of 
Hazardous Substances Directive (RoHS).  

Solution 
The system developer, an experienced user of Curtiss-
Wright products, had earlier successfully deployed legacy 
Parvus DuraMAR mobile routers in defense platforms. For 
their new anti-aircraft system they evaluated and then down-
selected the current generation, small form factor (SFF) 
Parvus DuraMAR 5915 router. This rugged COTS solution, 
based on the Cisco 5915 Embedded Services Router (ESR) 
architecture, was well-aligned with customer requirements, 
making platform integration virtually effortless. For example, 
the DuraMAR 5915 is pre-validated for the potentially harsh 
environments in which the mobile defense platform is 
designed to operate, eliminating the need for the customer 
to perform costly and time consuming qualification tests. 
Specifically, the DuraMAR 5915 is pre-qualified to MIL-STD-
810G, MIL-STD-461F, and MIL-STD-1275D environmental, 
EMI, and power requirements (including thermal, shock, 
vibration, humidity, altitude, EMC, and power quality testing) 
for military ground vehicle platforms. 

Meeting the program’s stringent network security 
requirements, the DuraMAR 5915 provided a SWaP-
optimized solution that features a robust and secure network 
routing architecture and supports Voice over Internet 
Protocol (VoIP) and cyber security. The router’s integrated 

Cisco 5915 ESR card ensured the performance, security, 
Quality of Service (QoS), high availability, and manageability 
that customers have come to expect from Cisco IOS-
based technologies. The Cisco IOS software interface also 
provided the system developer with the ability to deploy the 
most advanced IPv4 and IPv6 network routing capabilities 
available from Cisco’s Advanced Enterprise IOS, such as 
hardware accelerated encryption (AES256/IPSec/VPN), 
remote call manager services (VoIP), and secure firewall/
IDS/IPS protection. These features were essential for 
delivering the secure real time communications required by 
the anti-aircraft platform. What’s more, because they had 
previously managed, configured and supported Cisco IOS 
equipment, the system developer was also able to speed 
and minimize their user training effort.

Like many of Curtiss-Wright’s Parvus network router and 
mission computer products, the DuraMAR 5915 was 
previously classified by the U.S. Commerce Department 
as EAR controlled, making it ITAR-free. This eliminated 
export hurdles and ensured that the router met regulatory 
requirements for electronics sold into the European 
countries. Further, Curtiss-Wright designed the DuraMAR 
5915 without prohibited or hazardous substances, making 
it compliant with the environmentally-friendly RoHS initiative. 

Results 
The DuraMAR 5915 fit perfectly into the developer’s platform 
and network architecture, meeting their SWaP-optimization 
goals and their technical capability requirements for this 
advanced, networked defense platform. The router’s 
mechanical packaging and superior ruggedization 
(including military-grade power supply and connectors) 
helped to ensure high reliability while the advanced routing 
capabilities provided by the Cisco IOS technology delivered 
a high-level of security, performance and manageability. 
Provided with seamless and secure communications 
the new anti-aircraft system was positioned for mission 
success. In addition, because the DuraMAR 5915 is ITAR-
free and conforms to European directives, shipment of the 
systems was expedited, enabling deliveries in advance of 
milestone deadlines.

Parvus DuraMAR 5915 MIL-STD 
Rugged Cisco 5915 Mobile IP Router
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