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FSM-2

Key Features
• 4x internal solid state SATA drives

• FIPS 140-2 Validated Encryption

• Easy removal, no wedge locks 

• 100K insertion cycle connector

• 4x front panel indicators

• 3x AES-256 key zeroize methods

Applications
• Direct attached storage for embedded 

computers

• Transportable rugged storage

• Protection of Data-at-rest (DAR)

• Quick data off-load to ground station

• Moving map upload to vehicle

Overview
Curtiss-Wright’s Flash Storage Module 2 (FSM-2) provides 2 TB 
of rugged, removable storage with the assurance of FIPS 140-2 
validation. In a 1” pitch 3U format, the FSM-2 can lower schedule 
and technical risk for deployed storage applications providing a 
commercial off the shelf (COTS) storage solution that meets the 
rigorous scrutiny of FIPS 140-2.

The FSM-2 provides direct-attached SATA storage for embedded 
computers in 3U architectures without the need to worry about 
drivers, operating systems, or processor types. If the processor 
supports SATA, then the FSM-2 can store the data. An FSM-2 can 
be embedded into mission computers, sensor processors, mission 
recorders, instrumentation recorders, and network file servers 
(like Curtiss-Wright’s Compact Network Storage 2-Slot with Fiber 
Channel (CNS2-FC) product). With industrial temperature MLC 
NAND Flash, the FSM-2 meets the demands of the most rugged, 
deployed applications.

The 3U form factor is extremely popular for size, weight and power 
(SWaP)-constrained, deployed systems. With a wide set of 3U COTS 
products like chassis, single board computers, and digital signal 
processors available, the FSM-2 supplements these systems with 
removable direct attached storage for the processors. With an FSM-2 
in the 3U chassis, one processor can use the four available disks 
(Figure 1) or four processors can each use one of the disks (Figure 
2). This means that each processor does not require its own storage 
thus reducing system SWaP. With the unique feature of FIPS 140-2 
validated encryption, the FSM-2 protects sensitive data in deployed 
systems. Additionally, the collected data can be quickly removed 
and taken to a ground station for post mission analysis.

FIPS 140-2 Validated Removable Solid-State SATA 
2 TB Storage
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Figure 2: One FSM-2 / 
four processors

Figure 1: One FSM-2 / 
one processor
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Specifications
Physical
• Dimensions (H x W x D)

 + 3.94 x 0.95 x 6.67” (100 x 24.21 x 169.33 mm), see 
Figure 8

• Weight: 1.250 lbs (0.567 kg), with covers

Storage 
• Type: MLC NAND Flash

• Capacity: 2 TB 

• Format: JBOD (4 independent disks) 

Environmental
• Temperature

 + Storage: -40 to +71ºC

 + Operation: -40 to +85ºC

• Humidity

 + Storage: 5 to 95% (non-condensing)

 + Operation: 5 to 95% (non-condensing)

• Vibration

 + Sine:

 › 10.0 G peak, 15-2k Hz sine wave

 › 1.0 G peak, 5-300 Hz sine wave, 0.5 octave/minute 
sweep rate

 + Random:

 › 0.1 g2/Hz, 15-2k Hz, flat PSD profile for each of the 
three mutually perpendicular axes

 › 1.2 G RMS, 5-500 Hz, flat PSD profile for each of 
three mutually perpendicular axes

• Shock: 40 G, 11 ms duration, half sine wave shock pulse

Figure 3: FSM-2 with User Labels

FIPS 140-2 Validated
The FSM-2 has been validated for FIPS 140-2 (Certificate 
#3910). Overall level is 2 and the sunset date is April 26, 
2026. The AES-256 bit encryption used on the FSM-2 
can be seeded by keys that are either internally generated 
via a FIPS-compliant random number generator (RNG), 
or externally supplied by the user. By design, there is no 
mechanism for accessing the internally generated key. The 
chosen mode of key management – internally generated 
or externally supplied – is determined by the integrator’s 
requirements and operational constraints. This flexibility 
allows system designers to respond to changing program 
security requirements. 

Both internally-generated and externally-provided keys can 
be saved in non-volatile memory or can be ‘not saved’ in 
volatile memory. Some applications require the keys to be 
automatically deleted upon every power loss as a security 
measure (e.g. more secure transport). In those applications, 
volatile memory storage is the proper choice. Externally-
provided keys can be restored unlike the internally generated 
keys. 

To secure data by sanitization, a zeroize signal is accepted 
by the FSM-2. The zeroize signal is generated either by a 
software command, by pressing the push button on the 
FSM-2’s front panel, or via a discrete through the FSM-2 
backplane. After the keys are zeroized (deleted), the data 
cannot be accessed. In addition to a front panel LED 
indicator, key status is also provided via the user control 
interface. The non-volatile EPROM is cleared with a special 
algorithm. 

As part of FIPS Level 3 requirements, anti-tamper on the 
FSM-2 involves placement of special seals that would 
be visibly damaged if the FSM-2 module were opened. 
Additional anti-tamper features are built into the FSM-2 
electronics.

Figure 4: 100K Insertion Connector

http://CurtissWrightDS.com?utm_source=cw&utm_campaign=FSM-2&utm_content=wp
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JBOD Configuration
The FSM-2 has four separate groups of solid state 
memory, thus providing four separate SATA drives (JBOD 
configuration). Each group is a complete solid-state disk 
with its own NAND Flash Controller and in-line FIPS 140-
2 validated encryption ASIC (NIST certificate #1472). This 
approach makes the FSM-2 a very flexible storage element 
in any 3U system. For instance, the FSM-2 JBOD can 
provide four individual smaller SATA drives to four separate 
hosts or four SATA drives to the same host. See Figures 1 
and 2. 

In a network file server like the CNS2-FC, the JBOD 
configuration can be use to speed up storage. The CNS2-
FC uses the four disks in a RAID 0 configuration to stripe the 
data among all four disks. By using the next disk that is not 
busy, the effective throughput is enhanced. 

High Throughput
The FSM-2 is a direct attach SATA storage device. So the 
basic connection of an FSM-2 to a host is not dependent 
on the operating system or the processor type of the host. 
Different host computers can transmit SATA data at different 
speeds and so throughput numbers will be host dependent. 

The individual data throughput for each SATA lane on the 
FSM-2 JBOD with MLC NAND Flash is noted below as 
tested with a Linux host:

• Sequential read = 117 MB/s

• Sequential write = 82 MB/s

The total data throughput for all four SATA lanes on the FSM-
2 JBOD with MLC NAND Flash is noted below:

• Sequential read = 468 MB/s

• Sequential write = 328 MB/s

Tool-less Removable Storage
The FSM-2 can be quickly removed without any tools. The 
handle is specifically designed to be pulled even with a 
gloved hand like those worn by pilots. In the CNS2-FC, the 
FSM-2 is retained by springs and held in place by the front 
door. 

FSM-2 can be safely transported without worry about static 
effects. No special sleeves or tools are required for handling. 

While in transport, the Zeroize Pushbutton (‘KEY CLR’) is still 
functional. This initiates a zeroize function that clears all AES-
256 bit encryption keys. The zeroize process secures critical 
stored data from unauthorized access. 

Figure 5: Removal with a gloved hand

Control and Communications
The FSM-2 provides two options for serial communications: 
RS-232 and I2C. Either serial communication option allows 
a terminal or terminal emulator to log onto the FSM-2 and 
to configure the FSM-2 for operation. Once connected 
properly, a designated Administrator can login and configure 
the FSM-2 with the simple User Control Interface (UCI). See 
Table 1.

When used in the CNS2-FC, the communications are 
handled by the CNS2-FC application. The CNS2-FC is a 
network attached storage and Fibre Channel storage device. 
The Command Line for the CNS2-FC makes control easy for 
network clients.

FSM-2 commandsTABLE 1

COMMAND DESCRIPTION

help Information regarding any command

comm Select communication port

tst Temperature status

est Error status report

slv I2C slave address

pass Change your password

info
Display unit configuration information user: 
create, display, or modify user accounts

dek Establish Data Encryption Key(s)

ckey Clear keys

zero Zeroize unit

quit Log off

http://CurtissWrightDS.com?utm_source=cw&utm_campaign=FSM-2&utm_content=wp
https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/1472?utm_source=cw&utm_campaign=FSM-2&utm_content=wp
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Front Panel Indicators
The FSM-2 front panel has four LED indicators:

• Power status ‘P’ >> green

• Key or Security status ‘S’ >> yellow

• Fault status ‘F’ >> red

• Zeroize status ‘Z’ >> blue

The green Power LED indicates that external power is 
applied to the FSM-2. The yellow Security LED indicates that 
data encryption keys (DEK) have been loaded into the four 
encryption ASICs. The red Fault LED indicates that the self-
test has failed, or that a failure has occurred at some point 
during operation. While the Fault LED is on, data cannot 
be moved into or out of the FSM-2 SATA lanes. The blue 
Zeroize LED will flash after the Key Clear pushbutton has 
been pressed.

Rugged, High Capacity 
Storage
The type of NAND Flash memory used in the FSM-2 is multi-
level cell (MLC). MLC memory provides long endurance 
and industrial temperature range (-40 to +85°C). In harsh 
deployed environments,characterized by wide temperature 
range and high reliability requirements, industrial temp MLC 
is the best value choice. 

A NAND Flash Controller is built into each of the four 
SSDs inside FSM-2 drives. These controllers set aside 
a percentage of the total available memory (currently 7%) 
for NAND Flash maintenance. This maintenance function 
is called over-provisioning. Within this area of memory, the 
controller handles error correction, bad-block management, 
and wear-leveling. This memory area constantly is changing 
as the wear-leveling algorithm occurs. 

With the current capacity of the FSM-2 MLC version at 
2 TB (4 x 512 GB), the usable capacity is 1.9 TB after the 7% 
over-provisioning.  

Figure 6: CNS2-FC File Server with 2 FSM-2s

FSM-2 Applications
The FSM-2 can be easily integrated into embedded 3U 
architectures. For instance, Curtiss-Wright designed the 
CNS2-FC product around the FSM-2. The CNS2-FC is a 
rugged network file server which supports standard network 
protocols (NFS, CIFS, FTP, HTTP, iSCSI) and also acts like 
a Fibre Channel target drive. With the two FSM-2 slots 
accessible through a door, the CNS2-FC provides up to 
4 TB of removable, encrypted storage to any network client 
or Fibre Channel initiator. CNS2-FC can even store and 
distribute boot files for network clients upon power up. 

Figure 7: FSM-2 in CNS2-FC network application

http://CurtissWrightDS.com?utm_source=cw&utm_campaign=FSM-2&utm_content=wp
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Figure 8: FSM-2 dimensions
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When Your Data Counts… 
Count on Curtiss-Wright
The experts at Curtiss-Wright offer rugged data storage 
solutions that provide secure storage capabilities for today’s 
data intensive applications. Our rugged data storage 
products support Direct Attached Storage, Storage Area 
Network and Network Attached Storage. Capitalize on 
Curtiss-Wright’s rugged data storage expertise to make 
your job easier.

Curtiss-Wright’s rugged data storage experts provide 
products that are scalable, enabling storage of critical data 
from multiple Gigabytes to Terabytes. The COTS versions of 
our rugged storage products are designed to handle a wide 
range of applications. In addition, the rugged packaging of 
these storage products can be tailored to the application’s 
SWaP-C requirements. They feature encryption and 
sanitization capabilities allowing the information to remain 
secure. Curtiss-Wright leverages a vast inventory of existing 
IP and product solutions, coupled with unparalleled technical 
expertise, to address customer requirements. Our rugged 
data storage experts will work to reduce your program risk 
and allow a much shorter time to market.

Ordering Information
FSM-2 with 2 TB MLC

• Part number: VS-FSM2048M-F2 
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