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Curtiss-Wright is a developer and manufacturer of network-attached storage
(NAS) devices for the commercial and defense industries. We offer multiple
rugged NAS systems that incorporate both Type 1* encryption and Commercial
Solutions for Classified (CSfC) encryption approaches. Both NAS solutions have
been deployed in numerous systems and vehicles across the various military
branches. With this broad and unique experience, we wrote this white paper to
provide an objective, practical, and unbiased comparison between these two
National Security Agency (NSA) programs used to encrypt data-at-rest (DAR).
The information in this paper is intended to support readers in making informed
decisions when choosing the most appropriate data encryption solution for
their specific requirements.

CSfC

Type 1

Figure 1: CSfC vs. Type 1 Encryption

In this paper, over a dozen factors will be discussed to compare the two
encryption options. The analysis of those factors will be from a United States
(US) vendor or developer perspective. For instance, the export factor, that will
be explored later, will refer to export from the US to other countries.
This white paper is the fourth in our series discussing DAR encryption. The first
paper explored the reasons to protect DAR, encryption basics, and possible
encryptor options. The second paper focused on CSfC, an option offered by
the NSA that uses two layers of commercial off-the-shelf (COTS) encryption to
protect classified data. The third paper focused on the NSA program known as
Type 1 encryption, which is a government off-the-shelf (GOTS) option.
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* Type 1 has recently been referred to as High Assurance GOTS. This
paper will continue to use the more familiar term, Type 1.

Figure 2: Type 1 Example from
Curtiss-Wright (UNS)*

Figure 3: CSfC Example from
Curtiss-Wright (DTS1)*

Comparing Type 1 and CSfC
When evaluating or considering an encryption
approach, many factors may be used. For each
application, the importance of each factor will vary,
and some factors important to a unique application
may not even be listed below. However, this list is a
great foundation for any evaluation of potential DAR
solutions.
None of these comparisons are meant to sway the
reader toward Type 1 or CSfC. These considerations
are meant to provide some perspective for the reader
to make their own evaluation. NAS cost will depend
on the amount of storage capacity required. So, for
comparisons in the remainder of this paper, two real
life NAS units will be used. Both are manufactured by
Curtiss-Wright to avoid bias toward one or the other.
Please note that each of the two Type 1 encryptors
used in Figure 2 are actually larger than the entire
CSfC solution shown in Figure 3. This discrepancy is
due to Type 1 design requirements from the NSA and
may have to do with anti-tamper (AT) requirements
imposed.
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NSA Approval
Many deployed data storage requirement documents
recently have been stating that they require
“NSA-approved encryption.”

CSfC

Type
1

BALANCED

Both Type 1 and CSfC programs and devices/
components are NSA-approved.

This statement is often interpreted as a Type 1 solution
only. In fact, this statement opens the option to consider CSfC as well as Type 1. With this interpretation, the
customer has more options available – Type 1 or CSfC.
Type 1
Type 1 encryptors are NSA certified.
CSfC
CSfC solutions and the component layers are both NSA approved. The CSfC components used in those solutions
are certified by the National Information Assurance Partnership (NIAP). NIAP is under the direction of an NSAselected director and deputy director. NIAP was originally a joint effort between the NSA and the National
Institute of Standards and Technology (NIST).

Encryption Certification Authority
Both Type 1 and CSfC certification processes are
necessarily rigorous and difficult to achieve.
Type 1

CSfC

Type
1

BALANCED

NSA certifies Type 1 devices and approves
deployment. NIAP certifies CSfC components while
NSA approves those components and their usage
in CSfC solutions.

After rigorous scrutiny, Type 1 devices are certified by
NSA in cooperation with the developer. These devices
are certified for use in certain applications – Secret and Below (SAB), Top Secret and Below (TSAB), Attended
Applications, or Unattended Applications.
CSfC
After review of extensive testing data provided by a common criteria testing lab (CCTL), CSfC components
(layers) are certified by NIAP, which is under the direction of the NSA. Currently, seven approved CCTLs exist in
the U.S., and the list can be found here. The CCTL performs all the testing and writes all the reports which are
submitted to NIAP for review and approval. The component vendor (sponsor) does not interact directly with NIAP,
but only through the CCTL.
NIAP-approved CCTLs are information technology (IT) security testing laboratories that are accredited by the NIST
and its National Voluntary Laboratory Accreditation Program (NVLAP) and meet common criteria requirements
to conduct IT security evaluations for conformance to the Common Criteria for Information Technology Security
Evaluation, International Standard ISO/IEC 15408.
CCTLs enter into contractual agreements with sponsors, like Curtiss-Wright, to conduct security evaluations of
IT products against NIAP-approved protection profiles using test methods derived from the Common Criteria,
Common Methodology and other technology-based sources. The IT security evaluations are carried out in
accordance with the policies and procedures of the scheme. CCTLs must observe the highest standards of
impartiality, integrity, and commercial confidentiality, and operate within the guidelines established by the scheme.
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Procurement
The Type 1 program can be thought of as a GOTS
program while CSfC can be thought of as a COTS
program.

CSfC

Type
1

ADVANTAGE: CSfC

CSfC components can be purchased (or loaned)
without NSA approval and so can be purchased
more easily than Type 1 devices.

Type 1
Type 1 DAR encryptors are considered GOTS. Approval to purchase (and deploy) normally requires NSA approval.
Some exceptions may be possible to this giving the vendor some discretion on their own.
CSfC
CSfC DAR components are considered COTS. Approval to purchase is not required from NSA. CSfC devices
may be purchased (or possibly loaned) from a vendor in order to test a CSfC solution (remember a CSfC solution
has two layers or components). Approval to deploy a CSfC solution is given by NSA through a defined application
process.

Data Levels
Another important consideration in any DAR
application is the level of the data that must be handled
and stored: sensitive but unclassified (SBU), SAB,
TSAB, or Top Secret/Sensitive Compartmented
Information (TS/SCI).

CSfC

Type
1

BALANCED

CSfC can handle Top Secret data by definition in the
DAR Capability Package. Type 1 devices certified
for Top Secret can be obtained. If properly selected
and configured, either can handle TS/SCI data.

Type 1
Each Type 1 DAR encryptor is certified by NSA to a specific or stated level. This level is dependent on the device
and its characteristics. For example, the Type 1 encryptor used in the NAS in Figure 2 is defined for use in TS/
SCI applications and approved for unattended operations. We will discuss unattended applications in more detail
later in this paper.
CSfC
CSfC DAR solutions are specified by NSA in the DAR Capability Package as handling Up to Top Secret. In
an email exchangei, NSA personnel clarified that this phrase means that CSfC DAR solutions can be used for
Top Secret data. The Authorizing Official (AO)ii specifies the data level in the CSfC Solution Registration form.
Interestingly, some CSfC solutions have been approved to handle TS/SCI data just like some Type 1 devices.

CURTISSWRIGHTDS.COM
4

Encryption Algorithms

CSfC

Type
1

BALANCED

Type 1
Newer Type 1 devices are using CNSA algorithms
Type 1 devices may use Suite A algorithms which are
just like CSfC devices. CSfC uses two layers, but no
classified or Commercial National Security Algorithm
advantage noted.
Suite (CNSA) which are public. CNSA algorithms
were formerly known as Suite B. Some manufacturers
indicate which encryption algorithms are used while others do not.

CSfC
CSfC devices use CNSA algorithms as defined in the Data-at-Rest Capability Package (DAR CP). Two layers of
CNSA encryption are used in CSfC.

Encryption Layers
Type 1
Whether Suite A or CNSA encryption algorithms
are used, Type 1 solutions require only one layer of
encryption.
CSfC

CSfC

Type
1

BALANCED

It may seem to be easier to develop a DAR solution
using one-layer Type 1 device compared to the
required two layers for CSfC devices. If using an
existing CSfC device like Figure 3, then the CSfC
solution is already integrated and only needs to be
purchased. Figure 2 shows a Type 1 solution that
has already been integrated as well.

CSfC devices use only CNSA algorithms. However,
CSfC solutions must use two layers of encryption.
Those two layers must also be different and distinct layers and these layers (components) are tested separately
by NIAP via the CCTL. The approach taken in each CSfC component is known but the exact implementation
(circuitry or software) may not be disclosed publicly.
The CSfC Solution approaches are
1. SF – Software full disk encryption and file encryption.
2. PF – Platform encryption and file encryption.
3. HF – Hardware full disk encryption and file encryption.
4. HS – Hardware full disk encryption and software full disk encryption. Figure 3 shows an example of the HS
solution approach.
5. HH – Hardware full disk encryption and hardware full disk encryption (new in DAR CP 5.0)
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Encryption Method

CSfC

Type
1

ADVANTAGE: TYPE 1

Type 1
Type 1 encryption devices do not disclose the method
of encryption (circuitry). Most certainly some hardware
device is used, but it could be software too. Whatever
method is used has been thoroughly examined by
NSA.

Type 1 hardware (and possibly software) designs
are not public information. Adversaries may find
additional information with which to attack a CSfC
component. However, CSfC still uses two layers,
both of which must be defeated.

CSfC
CSfC solutions must use two different encryption layers. The Security Target Report posted by NIAP for each
component reveals some details regarding the hardware circuitry and software configuration.

SWaP

CSfC

Type
1

ADVANTAGE: CSfC

One important idea to keep in mind is that an encryptor
by itself does not make a complete DAR solution. A
While this is device dependent, the Type 1 devices
deployable DAR solution, like the example NAS systems
(publicly available) when integrated in a NAS
complete system will have higher SWaP than a
shown in Figure 2 and Figure 3, is composed of three
CSfC solution like Figure 3.
basic components: a chassis, removable storage, and
one or more encryptors. A notional deployed storage
system is shown in Figure 4. The chassis will include a processor, operating system, application software,
and inputs/outputs (I/O). The removable storage will include a solid-state drive(s) and structure to hold and
transport it.
Relative comparisons will be made using these real-life
example NAS units in the two figures mentioned. Keep
in mind that such comparisons are dependent on
the systems used for comparison and are somewhat
subjective.

Removable Storage
Encryptor

Type 1
Just the Type 1 encryptor used in the example NAS in
Figure 2 is larger than the entire CSfC NAS in Figure
3. That Type 1 encryptor also consumes more power
and weighs more than the entire CSfC NAS example.

NAS Chassis

Figure 4: Notional Deployed Storage Systems
and Basic Components

CSfC
The CSfC device in Figure 3 is a complete NAS system with two different layers of encryption, processor,
operating system, I/O, and storage. That NAS is actually smaller than just the Type 1 encryptor itself used in the
NAS in Figure 2.
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Unit Cost
The cost of each NAS unit will, of course, vary
dependent on the Type 1 or CSfC unit selected. Cost
figures are known to the author but will not be published
in this paper. Contact the respective manufacturers
for pricing details.

CSfC

Type
1

ADVANTAGE: CSfC

CSfC NAS systems like that in Figure 3 cost
less than an equivalent Type 1 NAS system. The
complete NAS system in Figure 3 costs less than
just the Type 1 encryptor used in Figure 2.

Type 1
A Type 1 encryptor will require a NAS chassis and storage in order to be deployed. The Type 1 encryptor used
in Figure 2 costs more than the entire CSfC NAS in Figure 3.
CSfC
The CSfC device in Figure 3 is a complete NAS system with two different layers of encryption, processor,
operating system, I/O, and storage.

Exportability
If you intend to export the vehicle in which the NAS
system is being used, then careful consideration must
be given to this export factor. For instance, a vehicle
using Type 1 encryption may not be exported to even
friendly allies such as Japan, France, or Germany. Even
North Atlantic Treaty Organization (NATO) countries
(other than the United Kingdom) may not be able to
use NSA Type 1 devices.

CSfC

Type
1

ADVANTAGE: CSfC

As COTS products, CSfC devices can be exported
more easily and more widely than Type 1 devices.
CSfC devices are Common Criteria approved and
therefore will have broader appeal than Type 1
devices. If the CSfC device is also NATO approved,
that is an additional benefit. See Figure 5 - Export
Comparison.

If only intending that the deployed vehicle be used by
the United States Government (USG) – even overseas – then the export factor will likely not be a concern.
Type 1
Type 1 devices are available to USG users, their contractors, and federally sponsored non-USG activities subject
to export restrictions in accordance with ITAR. Any NSA Type 1 device will most certainly be ITAR controlled
or restricted. As ITAR-controlled devices, it may be
possible (subject to review) to export Type 1 devices
to the other 5 Eyes countries. ITAR-controlled devices
are avoided by developers in many countries.
CSfC
CSfC devices are not ITAR-controlled and are
therefore more easily and widely exported. Check with
the manufacturer regarding the export classification of
the CSfC components and devices. All CSfC devices
Figure 5 - Export Comparison
must have NIAP approval. In the U.S., NIAP evaluates
COTS IT products for conformance to the international Common Criteria standards. A NIAP-approved product
approved product is also accepted by the other 30 countries in the Common Criteria Recognition Arrangement
(CCRA). This acceptance by the CCRA community gives such a COTS product broad international appeal.
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Allied Country Usage
Countries allied to the U.S. may include, but are not
necessarily limited to

CSfC

Type
1

ADVANTAGE: CSfC

Since it is not ITAR controlled, a CSfC solution (and
the components used in it) can be used by more
U.S. allies than a Type 1 device (which is ITAR
controlled).

1. 5 Eyes (U.S., Canada, U.K., New Zealand, and
Australia)
2. NATO
3. Japan, South Korea
4. Israel
Type 1

As ITAR-controlled products, Type 1 devices may be exported to the 5 Eyes countries. Many NATO countries
would be excluded from use of a Type 1 device.
CSfC
CSfC devices may be exported to many more countries than just the 5 Eyes. In addition to its approval under
Common Criteria (31 countries), the device shown in Figure 3 has been approved for NATO use and appears on
the NATO Information Assurance Product Catalogue (NIAPC). Note: Do not confuse NIAPC with NIAP which are
completely different entities but have similar acronyms.

Solution and Component Certification
Time Period
Renewal (re-certification or re-registration) of
encryptor/solution certifications may be another
important consideration.

CSfC

Type
1

ADVANTAGE: TYPE 1

Type 1 solutions have a virtually unlimited
certification period compared to CSfC solutions
which must be re-registered with NSA every year.

Type 1
NSA Type 1 encryption solutions (and devices) have a virtually unlimited certification time period. The Type 1
certification is a necessarily lengthy and detailed process. Once completed, the Type 1 device does not have to
be re-certified on a periodic basis, unless a vulnerability is discovered.
CSfC - Solution vs. Component
In addition to the initial CSfC solution registration, the customer and AO must re-register the CSfC solution each
year. This process may not be difficult, but it is a consideration factor since it must be performed. The solution
registration form must be completed and signed by the AO with possible assistance by a trusted integrator
and end user. Part of the reason for this yearly re-registration process is to ensure that new threats have been
addressed in a timely basis.
Differing from CSfC solutions, CSfC components must be re-approved every 2 years. This process must be
handled by the manufacturer (or vendor), not by the customer. For example, Curtiss-Wright is responsible for reapproval of the CSfC NAS device in Figure 3. As of this writing, that exact process is taking place. Curtiss-Wright
handles the cost for this process as well as the technical details. No direct cost is incurred by the end user.
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Technology Level
Military programs always suffer with a lag in the latest
technology. It takes so long to fund, develop, and obtain
a new system, that these systems often incorporate
old technology. For example, Curtiss-Wright is still
asked about Fibre Channel (FC) technology that was
new in the 1990s. Systems are still being fielded with
the old FC technology today.

CSfC

Type
1

ADVANTAGE: CSfC

When a Type 1 encryptor first comes to market,
it is likely to be equivalent technically to a CSfC
solution. However, over time the CSfC solution
will be updated and improved following the CSfC
guidelines and market feedback.

Type 1
As mentioned, the Type 1 development and approval process is necessarily very detailed and takes a long time to
accomplish. Any update will take a long time to get re-approved and must be funded again (see the section Nonrecurring engineering (NRE) Cost). Department of Defense (DoD) customers are reluctant to wait for re-approval
and are not motivated to fund such an effort. So, the Type 1 encryptors are not often changed.
CSfC
Recognizing a need by the USG for the latest IT technology, the NSA established the CSfC program just for this
purpose.

U.S. Government customers increasingly require immediate use of the market’s most modern commercial
hardware and software technologies within National Security Systems (NSS) in order to achieve mission
objectives. Consequently, the National Security Agency/Central Security Service (NSA/CSS) has
developed ways to leverage emerging technologies to deliver more timely cybersecurity solutions for
rapidly evolving customer requirements.
NSA/CSS’s Commercial Solutions for Classified (CSfC) Program has been established to enable
commercial products to be used in layered solutions protecting classified NSS data. This will provide
the ability to securely communicate based on commercial standards in a solution that can be fielded in
months, not years.iii
The CSfC program allows and encourages COTS vendors like Curtiss-Wright to invest their own money into new
products or components. This introduces competition into the marketplace which is always good for the end
customer, not to mention tax payers.
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Non-recurring engineering (NRE) Cost
Type 1
In most cases, the NRE cost for the development of
Type 1 DAR encryption devices is initially paid for by
a USG DoD entity (Navy, Army, Air Force, or other
agency) or by the NSA itself. This development process
can be quite expensive (in the millions) and can take a
significant amount of time (18 to 24 months).

CSfC

Type
1

ADVANTAGE: CSfC

For NEW encryption devices and NAS solutions,
CSfC device development is paid for by the vendor
themselves, not the customer or end user. Type
1 DAR devices are almost invariably paid by the
customer or end user.

CSfC

Type

1
BALANCED
If a USG entity has already funded the DAR encryptor
development, like for the Type 1 encryptor in the NAS
For EXISTING encryption devices and NAS solutions,
in Figure 2, then no additional development cost for
there is no NRE incurred and no advantage for
the encryptor will be incurred. As noted earlier, a
either approach.
Type 1 encryptor is only one part of a NAS system.
A NAS chassis and removable data storage are also
required in order to utilize such an existing Type 1 encryptor in a deployed data storage application. The NAS
shown in Figure 2 was also paid for by the same USG entity that paid for the development of the Type 1 encryptor
in the NAS in Figure 2. So that example NAS system exists and could be used again by another USG entity
without further NRE development investment or schedule impact.

However, if the example NAS were too large and had to be reduced in size, weight, or power, then additional NRE
will be required to develop that new, smaller NAS system. This scenario assumes re-using a previously certified
Type 1 encryptor which needs no further development.
Any modifications to an existing Type 1 encryptor will, of course, require NRE in order to accomplish the task.
Any new development (new or modified Type 1 encryptor or new or modified NAS system) brings in the element
of significant NRE cost and also the element of technical and schedule risk.
CSfC
CSfC development (and certification/approval) is paid for by the vendor like Curtiss-Wright, not the customer.
This NRE cost may be amortized in the unit cost but will be spread out over many units.
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Technical and Schedule Risk
As engineers or program managers know, any
technical development for such an encryption device
or NAS system has a certain amount of technical and
schedule risk. Such risk must be evaluated prior to
any development.

CSfC

Type
1

ADVANTAGE: CSfC

For NEW encryption devices and NAS solutions, the
CSfC device has already been developed (by the
vendor) and can be tested by the trusted integrator,
customer, or end user. This testing eliminates most
risk.

Type 1
As mentioned earlier, the development of Type 1 DAR
encryption devices is typically paid for by a USG DoD
entity or the NSA itself. This development process
can be quite lengthy, characterized by a developer at
18 months to two years. This development time is true
not only for the encryptor but also for the NAS in which
it will be used.

CSfC

Type
1

BALANCED

For EXISTING encryption devices and NAS solutions,
tests can be performed to eliminate most risk.

If, however, a USG entity has previously funded the development, like for the Type 1 encryptor used in the NAS
in Figure 2, then no additional schedule impact will be incurred, unless the NAS must be altered or modified.
CSfC
CSfC devices are developed by the vendor for the general marketplace. If you find a CSfC component on the
Component List, it has already been developed. It is also in the process of being NIAP certified or has already
passed certification.
The CSfC product in Figure 3 is unique in the CSfC world because it has integrated two separate, different
encryption layers into one end user device (EUD). Each layer (one software and one hardware) has been
independently tested and approved. Despite having two independent layers, the manufacturer cannot state that
this product is a CSfC solution. The manufacturer can say that the product “can be proposed as a CSfC solution.”
This phrasing may appear to be semantics, but this follows the CSfC guidelines and spirit. Once proposed as
a solution, then the clear benefit is that the customer knows the two layers work together. The customer also
knows that the product has been used by others as a CSfC solution already.
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Keys

CSfC

Type
1

BALANCED

A key is a numerical value used to control cryptographic
operations, such as decryption, encryption, signature
No apparent advantage for either device. An
generation, or signature verification. Usually a
AO may be more familiar with the Type 1 keying
process but has more freedom by defining their
sequence of random or pseudorandom bits used
own process for CSfC.
initially to set up and periodically change the operations
performed in cryptographic equipment for the purpose
of encrypting or decrypting electronic signals, or for determining electronic counter-countermeasures (ECCM)
patterns, or for producing other keys.iv
Type 1
Some of the Type 1 encryption devices internally generate the encryption keys. For others in which a pre-placed
key is used, like the Type 1 encryptor in the NAS in Figure 2, the keys come from the NSA. Those keys are
considered classified. Handling of the key material must be part of the evaluation.
CSfC
The CSfC device in Figure 3 uses pre-placed keys. The AO is the official with the authority to formally assume
responsibility for operating a system at an appropriate level of risk. With such authority, the AO may define the
key process for CSfC solutions.
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Shipping and Handling
Another important factor for a customer or end user
may be special shipping and handling. Be sure to
consider this ahead of time.

CSfC

Type
1

ADVANTAGE: CSfC

CSfC are more easily handled and shipped.

Type 1
If the Type 1 device is termed a controlled cryptographic item (CCI), then the following applies:

Part of the physical security protection given to COMSEC equipment and material is afforded by its special
handling and accounting. There are two separate channels used for the handling of such equipment and
materials: “the COMSEC channel” and “the administrative channel.” The COMSEC channel, called the
COMSEC Material Control System, is used to distribute accountable COMSEC items such as classified
and CCI equipment, keying material, and maintenance manuals (EXCEPTION: Some Military Departments
have been authorized to distribute CCI equipment through their standard logistics system). This channel
is composed of a series of COMSEC accounts, each of which has an appointed COMSEC Custodian
who is personally responsible and accountable for all COMSEC materials charged to his account. The
COMSEC Custodian assumes accountability for the equipment or material upon receipt, then controls its
dissemination to authorized individuals on job requirements and a need-to-know basis. The administrative
channel is used to distribute COMSEC information other than that which is accountable in the COMSEC
Material Control System.v
Some Type 1 devices are judged to be Cryptographic High Value Products (CHVP). CHVP devices are considered
Non-CCI and handled in less restrictive manner than CCI devices.
CSfC
CSfC are COTS products and not labelled as either CCI or CHVP. They may be shipped by standard commercial
transportation.
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Unattended vs Attended Operation
One critical factor in any future DAR evaluation will be
whether the vehicle will be unattended or attended.
Unattended means that no human will be on board
to guide the vehicle. Unattended vehicles may be
remotely guided or may be completely autonomous
operating independently for hours, days or months.
These unattended applications bring a new set of
concerns for DAR.

CSfC

Type
1

ADVANTAGE: TYPE 1

If using the Type 1 encryptor in the NAS in
Figure 2, a Type 1-based solution may be more
straightforward and easier to convince NSA of its
usage since it has already been certified for such
unattended operation. CSfC devices can be used
in unattended operations but may require more
explanation and effort by the AO.

Unattended vehicles (such as UAVs, USVs, and UUVs)
are being deployed in ever increasing numbers, even in swarms of many vehicles, so this key distinction of
unattended operation certification can be a key factor in a trade study.
Type 1
The Type 1 encryptor in the NAS in Figure 2 is the only Type 1 encryptor certified and approved for use in
unmanned or unattended operations. New unattended solutions will likely include Type 1 encryptors like
the Type 1 encryptor in the NAS in Figure 2. This encryptor has been recently certified to handle Top Secret
Compartmentalized Information (TS/SCI) and more importantly for unattended operations. This factor can be
very important moving forward.
CSfC
Until recently, the DAR CP did not address unattended operations. However, the new DAR CP 5.0 published in
November 2020 has addressed unattended operation by the introduction of the Unattended Operations (UO)
use case. The CSfC device in Figure 3 has already been used as a solution in several unattended platforms.
More responsibility may be placed on the AO if a CSfC solution is used in an unattended application. The AO
can make this determination and advise the NSA during the CSfC solution registration about the application and
unique circumstances.
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Conclusion
For deployed applications, it is critical in today’s world that DAR be protected. Internal and external threats are
increasing which dictates the physical security and encryption of DAR.
Two basic methods of DAR encryption are sponsored by NSA and either can be used to protect DAR – Type 1
and CSfC.
Look at all the factors before selecting a path. Add your own unique factors to those offered in this paper. When
deciding how to protect DAR, many factors should be considered like export, certification length, cost, size,
weight, and power. When considering funding a new Type 1 development (of an encryptor or of a NAS), schedule
and technical risk should be honestly considered and not underestimated. There may be other factors unique to
a given deployed application, but those factors presented in this paper are a basic set that should be included
as part of any such investigation.
Table 1 provides a summary of the information provided in this whitepaper. Contact the respective equipment
manufactures for complete details.
Type 1 vs. CSfC Comparison

TABLE 1

CATEGORIES

TYPE 1

CSFC

Encryption layers

1

2

Guidance / Procedures

Classified

Public

NSA approved

Yes

Yes

Certification authority

NSA

NIAP

GOTS or COTS

GOTS

COTS

Procurement

Restricted

Open

Data level

Top Secret (depending on device)

Top Secret (by NSA definition in DAR CP)

Encryption algorithms

Suite A or CNSA

CNSA

Encryption methods

Classified

Public

SWaP

High

Low

Unit cost

Medium to high

Low

Export restrictions

ITAR restricted

Non-ITAR (or ‘ITAR free’)

Export countries

5 Eyes

30+

Common Criteria certified

No

Yes

NATO approved

No

Vendor dependent

Component re-registration
Time period

Unlimited

2 years (by vendor)

Solution re-certification
Time period

Unlimited

1 year (by AO)

Technology Level

Low

High

NRE cost (USG perspective)

High

Low

Technical & schedule risk

High

Low

Keys

NSA sourced

AO defines process

Designation

CCI or CHVP

None

Special handling

Yes

No (AO defines ‘positive control’)

Unattended applications

Vendor dependent

AO assumes responsibility
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Decision Points
1. If you need NSA approved encryption, then you
can continue looking at both Type 1 and CSfC
solutions.

12. If your customer list includes the 5 Eyes, then you
can continue looking at both Type 1 and CSfC
solutions.

2. If you need the certification authority to be NSA,
then you can continue looking at both Type 1 and
CSfC solutions. NIAP is supervised by NSA.

13. If your customer list includes countries beyond the
5 Eyes, then go with CSfC.

3. If you want keys sourced from NSA, then you may
focus on Type 1 solutions. However, the AO has
discretion with CSfC and may define that process.
4. If you want a GOTS solution, then go with Type 1.
If you want a COTS solution, then go with CSfC. If
you don’t care, then you can continue looking at
both Type 1 and CSfC solutions.
5. If you only want one layer of encryption, then go
with Type 1. If you don’t care, then you can continue
looking at both Type 1 and CSfC solutions.
6. If you want Suite A (classified) algorithms, then go
with Type 1. If you want CNSA algorithms or don’t
care, then you can continue looking at both Type 1
and CSfC solutions.
7. If you want a public or open certification process,
then go with CSfC. If you don’t care, then you
can continue looking at both Type 1 and CSfC
solutions.
8. If you want the component(s) to have unlimited
certification time period, then go with Type 1. If
you don’t care, then you can continue looking at
both Type 1 and CSfC solutions.
9. If you want the solution to have unlimited
certification time period, then go with Type 1. If
you don’t care, then you can continue looking at
both Type 1 and CSfC solutions.
10. If you wish to avoid special shipping and handling,
then go with CSfC. If you don’t care, then you
can continue looking at both Type 1 and CSfC
solutions.
11. If your only customer will be the USG, then you
can continue looking at both Type 1 and CSfC
solutions.

14. If your customer list includes NATO countries other
than the UK, then go with CSfC.
15. If you want the components to be Common Criteria
certified, then go with CSfC.
16. If you are developing a new solution and looking
for low NRE, then go with CSfC.
17. If you are developing a solution with existing
components, then you can continue looking at
both Type 1 and CSfC solutions.
18. If you are looking for lower unit cost, then go with
CSfC.
19. If you are looking to lower the SWaP for the
deployed vehicle, then go with CSfC.
20. If you are developing a new solution and wish to
lower risk, then go with CSfC.
21. If you are developing a solution with existing
components, then risk is balanced, and you
can continue looking at both Type 1 and CSfC
solutions.
22. If the deployed vehicle is unattended, then you
might look at Type 1 encryptors approved for
unattended applications (currently only one).
However, CSfC solutions are being used in
unattended applications as well.
As a developer and manufacturer of network attached
storage (NAS) devices for the commercial and defense
industries, who offers both Type 1 based and CSfC
based NAS solutions which are fielded in numerous
systems and vehicles across the various military
branches, Curtiss-Wright has attempted to provide
an objective and unbiased comparison between these
two NSA programs.
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