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Introduction
The United States Army Field Manual defines “Situational Awareness” as “Knowledge and understanding
of the current situation which promotes timely, relevant and accurate assessment of friendly, enemy,
and other operations within the battle space in order to facilitate decision making.”
Within this broader definition is the critical need that exists across defense information systems for
cyber security situational awareness (SA) that enables cyber professionals and decision makers to gain a
clearer picture of what is happening across DoD networks and ultimately, a bird’s-eye view of the entire
digital ecosystem.
Over the past several years, Defense Information Systems Agency (DISA) and other DoD agencies have
focused on converging functions such as cyber SA, defensive cyber operations, and network operations
(NetOps) in order to reduce information silos and establish more unified network management. Look no
further than the Unified Situational Cyber Awareness capability, which was designed to align DISA’s
disparate cyber capabilities so that cyber information can be rapidly analyzed for coordinated response.
These efforts are not new. In 2017, “J.T.” Travis, as head of DISA’s Network Operations Division, noted
that, “We in DISA see that the world of NetOps, the world of situational awareness, analytics and
defensive cyber ops are converging into one integrated body of work.” Travis added that network
operations personnel and cyber defense personnel were using the same tools to accomplish the mission.

The DoD NetOps and Cyber SA Challenges
Cyber SA, also referred to as Cyber Situational Understanding (SU), is top of mind for DoD decision
makers. Program Executive Office Command Control Communications - Tactical (PEO C3T) affirms that
Cyber SU FY20/21 funding will support continued prototyping, engineering, testing, training
development, and program management to establish Increment 1 of Cyber SU in support of First Unit
Equipped (FUE) 1QFY22. The Increment 1 will be the initial COTS/NDI (Non-Developmental Item) system
integrated into CPCE (Command Post Computing Environment) that will ingest, correlate, analyze and
display cyberspace data to include network health and status into useful and actionable warfighter
information that can be shared with the CEMA (Cyber Electromagnetic Activities) Work Group.
NetOps encompasses not only Cyber SA, but also a broader operational framework that includes
network planning, management, configuration, and monitoring to operate, manage, and defend defense
networks. NetOps and Cyber SA demand rapid and continuous innovation to meet evolving threats to
DoD information dominance, as well as to address several challenges that program managers and
technical operations personnel face with network management, including:
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• DoD overwhelmed by NetOps tools. Achieving its strategic vision for network management
requires DoD to address the explosion of NetOps tools. By some estimates one DoD organization
alone is using more than 140 NetOps tools, and in some cases, these solutions are duplicative.
Simplifying network management requires a more unified, intuitive experience that has not
existed in the past. At the same time, these tools should leverage open standards able to deliver
a common look and feel so that new capabilities can be easily integrated and utilized with
minimum training.
• Staffing. The volume and sophistication of tools require network specialists capable of managing
networks. These specialists are difficult to recruit, train, and retain.
• Pace of innovation. DoD is excelling at rapidly fielding high-impact technology and leveraging
the pace of innovation from the commercial sector. The flip side is rapid adoption of new
network technologies creates integration challenges and increases the network management
learning curve. No one network vendor has all of the solutions, which results in multiple user
interfaces and disparate tools that drive up complexity.
• Expanded network. Increased automation to manage network operations and manage cyber
vulnerabilities is required as networks and their attack surfaces grow with the addition of more
sensors and IoT devices.

NetOps and Cyber SA Requirements
Network management solutions that unify NetOps and Cyber SA capabilities should be able to
deliver on several key requirements:

• Use open or industry-recognized standards for network management and data storage; examples
include, but are not limited to, Simple Network Management Protocol (SNMP), Secure Shell (SS),
flow data, logging (SYSLOG), JSON, SOAP)

• Provide a configurable GUI (drag/drop, drop-down menus, etc.), visual map of network and
services

• Provide visual fault indication with context available surrounding the fault (location, device,
interface, service, IP, etc.)

• Provide configuration management functions (baseline, backup, and alerts of configuration
change)

• Provide the ability to assess the security posture of network devices and remediate deficiencies
(i.e. OS versioning, deviation from a previously determined security template)

• Work in a hierarchical model construct (company, brigade, battalion, etc.) which can be
configured to restrict or delegate read/write functions of the tool
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Automating NetOps and Cyber SA
Fulfilling the DISA vision of converging NetOps requires a solution that offers the ability to view your
entire network through a single pane of glass while sharing access with deployed operators at any
echelon.
To meet that need, DoD organizations are increasingly turning to PacStar IQ-Core® Software, which
addresses the growing problem of communication system management complexity. IQ-Core Software
is designed to manage enterprise mobility solutions, tactical networks, and remote communications
solutions, including supporting operations in disconnected, intermittent, and limited environments.
IQ-Core Software is available in three major editions called Network Communications Manager,
Crypto Manager, and Remote Operations and Management (ROAM) that work together seamlessly to
provide a comprehensive, unified network operations platform.

Introducing IQ-Core ROAM
PacStar IQ-Core ROAM can increase your tactical and mobile NetOps automation and Cyber SA to an
entirely new level.
IQ-Core ROAM enables you to view your entire network through a single pane of glass, while
sharing views and access to deployed operators at any echelon, to create a collaborative,
hierarchical, network operations and management structure.
IQ-Core ROAM:
• Runs at both central and distributed locations
• Reduces configuration errors and speeds troubleshooting
• Automates configuration management and cyber defense
• Includes an intuitive user interface, ideal for both advanced administrators and entry-level
operators
• Seamlessly integrates with IQ-Core Crypto Manager to manage Commercial Solutions for
Classified (CSfC)-compliant solutions for tactical and enterprise mobility and remote
communications
Network programs that need to increase Cyber SA and address NetOps challenges can address both
needs with IQ-Core ROAM. Programs already using IQ-Core Software can modernize and address many
Cyber SA needs by upgrading to IQ-Core ROAM without adding additional hardware or software.
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®

“We need to simplify the interface to make it easier for soldiers to
operate the network and bring training costs down.”
- BG Dan Hughes Army PEO C3T

Imagined. Engineered. Delivered.

PacStar IQ-Core® Software
Remote Operations and Management (ROAM)
SOLUTION ARCHITECTURE
IQ-Core ROAM operates at multiple tiers in a distributed network, including the
NOC, at remote sites, and on every network node at the edge of the network.
System administrators in the NOC have the same view and features as system
operators. Network nodes can be remote offices or sites,
tent-based command posts, vehicle-mobile command
posts, or small-fly-away kits – frequently connected
via SATCOM or unreliable WAN links.

Network
Operations
Center (NOC)

Certificates:
Tactical PKI

Site A

Node 1

Example: PacStar Secure
Wireless Command Post

End User Devices (EUD)

Site B

Node 2

Example: PacStar Secure
Wireless Command Post

Sub Node 1
Example: PacStar T2C2
Lite Baseband

Node 3

Example: PacStar T2C2
Heavy Baseband

Sub Node 2

KEY FEATURES
Optimized for Situational
Awareness of Tactical and
Distributed Networks
Provides enhanced network
situational awareness at the core
and edge of the tactical and
distributed enterprise networks,
with extensive real-time visibility
of connected nodes. Operates
seamlessly in a disconnected,
intermittent, and limited (DIL)
environments.
Intuitive User Interface
Provides an intuitive user
interface at upper network
tiers (echelons) and NOCs that
mirrors remote systems, making
navigation and management
throughout the network easy and
consistent.
Reduces Configuration Errors
Automates deployment of
network planning and device
configuration files across the
network, ensuring consistent
configuration of all network
devices.
Automates Cyber Defenses
Improves cyber visibility by
securing, consolidating and
forwarding alerting information
at each tier of the network.
Field Proven
Based on the widely deployed
PacStar IQ-Core® Software
communications management
platform.

Example: PacStar T2C2
Lite Baseband
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CAPABILITIES
IQ-Core ROAM integrates with all editions of the PacStar IQ-Core Software to offer a comprehensive suite of capabilities across
distributed networks at any tier and any node.
•

Distributed, hierarchical design allows nodes to also
manage sub nodes (e.g. NOC -> SubNOC -> Node)

•

Efficient transmission of data, in real-time,
between nodes and NOC. Only changes in status
are transmitted (no polling)

•

Local operators and remote operators can have the
same or different views (controlled by roles)

•

Mission-based views of remote nodes

•

Manages any number of remote nodes. Includes
customizable groups and node names to match
Example IQ-Core ROAM NOC Dashboard

Auto-Generated Network Diagrams
•
•
•

Auto-generated diagrams showing the structure of hierarchical nodes as
managed by IQ-Core ROAM
Ability to drill down through all layers of the hierarchy, from NOC to End User
Device and all nodes in between
See important data at-a-glance for all ROAM managed devices, in the diagram,
in a single view

Mission Diagrams
•
•
•

Unlimited number of dashboard views that show data important for
an enterprise, mission, exercise, or test
Rich data via widgets: status, interfaces, latencies, flows,
bandwidth, resources, maps, etc.
‘Last Reported Info’ report, even if a node has been unreachable for
extended periods of time
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Remote Node Status and Management
IQ-Core ROAM includes summary management of remote and the ability to fully manage each
remote node, at every network tier.
• Real-time views of node and device status including interfaces and alerts
• At-a-glance diagram views allow drill-down and launching of a complete administrative
interface to a node – enabling full remote management of remote nodes
• Views of nodes that are out-of-date, and ability to remotely update them

Aggregated Node Reports
IQ-Core ROAM includes reports that cross nodes, aiding in network
situational awareness.
•
•
•

Uptime/downtime across nodes
Bandwidth usage across nodes
Flow analysis across nodes

Distributed Configuration Management
IQ-Core ROAM includes configuration management of remote nodes from
upper tiers, enabling consistent configuration throughout the network.
•
•
•
•
•
•

Send any file to one or more nodes
Send network device configurations to one or more nodes
Generate, issue, and send digital certificates to one or more nodes
Optionally automatically activate (apply) a configuration,
OS update, or other content
View the configuration of remote nodes, from upper tiers
Update IQ-Core Software remotely on any node

Secure Messaging
IQ-Core ROAM includes real-time communications between
nodes and upper tiers for administrators using IQ-Core ROAM.
IQ-Core
ROAM is based on PacStar IQ-Core
is available
from PacStar
• IQ-Core
InlineROAM
messaging
from remote
site to and
any node to
assist with
Software
which is widely deployed in the US
PacStar
partners
integrated
with
PacStar
trouble shooting and updating
DoD
tactical
programs including numerous
tactical
hardware
products
and
integrated
• Encrypted via IQ-Core ROAM management protocol
tactical
programs
of record. See https://
solutions
including
secure
wireless,
• Multiple simultaneous messaging sessions
pacstar.com/iq-core-software/
for more
cybersecurity,
and
modular
datacenters
• Group messaging
information.
solutions. IQ-Core ROAM is also available for
integration into enterprise networks, and with
3rd party tactical hardware and software.

PacStar products are covered by multiple patents. Additional patents pending. See www.pacstar.com/patents for details.
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If you have questions or would like to dive deeper with
experts please click here to contact us.
About PacStar
Pacific Star Communications, Inc. (dba PacStar) is a
leading provider of advanced communications solutions
for a wide range of military and commercial applications.
PacStar is the creator and manufacturer of rugged,
small form factor expeditionary and mobile
communications systems and developer of integrated,
network communications management software for the military, federal, state/local government and
emergency responder markets.
PacStar’s patented IQ-Core® Software, hardware technology and integration services provide
secure, command, control and communications systems, particularly in remote or infrastructure
starved areas. In addition, PacStar communications systems are ideally suited for commercial/
industrial organizations with mission-critical field communications requirements.
For additional information, please visit www.pacstar.com, LinkedIn and Twitter
@pacstarcomm.
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