Choosing the Right Data
Storage Solutions for
Modern Military Missions
Data storage decisions affect
situational awareness
Modern defense and aerospace vehicles are built with systems that
generate data to improve situational awareness (SA). New and more
advanced sensors are being added to new and upgraded deployed
SA systems. These new sensors generate data at high rates and high
volumes. All sensor data must be appropriately stored, analyzed, and
displayed for maximum SA advantage. With the amount of sensor data
increasing, the challenge is where and how to store all this data.
When stored and not in active use, this data is known as dataat-rest (DAR). DAR may be stored using two approaches – direct
attached storage (DAS) or network attached storage (NAS). The
chosen approach should only be considered after evaluating
all requirements – program, platform, and application.
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With the increasing reliance on data-centric systems, choosing the
right data storage strategy, products, and technologies is more
important than ever. Data storage decisions are nuanced, multifaceted, and must meet requirements at multiple levels, including:
•

Program requirements – technical risk, schedule risk,
unit cost, total cost of ownership, and delivery

•

Platform requirements – system architecture, size, weight, power,
data access, boot requirements, complexity, and environment

•

Application requirements – redundancy, security, encryption,
speed, bandwidth, storage capacity, transportability,
interoperability, maintenance, and upgrades
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Purpose of this paper
This paper will review the noted requirement categories and offer perspectives for the reader’s
consideration. Each program has unique requirements which should be added to the list offered
in this paper. There are no hard and fast rules for selecting a specific deployed storage solution,
but it is hoped that a beginning framework will be provided to assist decision makers.

Storage options have expanded
For many years, defense and aerospace organizations
relied only on DAS devices. These DAS devices
are embedded within, or directly attached to, the
computers on a platform. When a DAS device is
used, only the computer to which it is attached can
access the stored DAR. Other computers elsewhere
in the vehicle cannot access that data. Figure 1 shows
an example of a DAS device that can be inserted
onto a deployed single-board computer (SBC).

Figure 1 – Curtiss-Wright XMC-554C DAS example

Figure 2 – Curtiss-Wright DTS1 NAS example

Since Ethernet has become commonplace across
defense and aerospace platforms, NAS devices have
also become an important option for data storage.
When a NAS device is used, the stored data can be
made available to other devices and computers that are
on the Ethernet network. The various computers on the
Ethernet network are known as network clients. Figure
2 shows an example of a NAS device which can be
included in a deployed Ethernet network. NAS devices
may also be known as network file servers.

NAS and DAS are complementary storage technologies
In many deployed applications, a combination of NAS and DAS devices is needed to meet all program, platform,
and application requirements. However, in some cases, it may make sense to choose only DAS devices or only
NAS devices. The following platform examples point to some requirements, which will be reviewed later in detail.
Large UAV examples
Consider a large unmanned aerial vehicle (UAV). There
are two basic types or groups of large UAVs – one for
high altitudes and one for medium altitudes. Both UAV
groups are meant to linger or endure over an area of
interest for long periods of time. So, the two groups
are known as high altitude long endurance (HALE) and
medium altitude long endurance (MALE). The HALE
platforms are often larger than the MALE platforms.
Figure 3 - HALE UAV example
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Both HALE and MALE platforms include extensive
electronics, a variety of computing systems,
communications systems, large numbers of
varied sensors, and often one or more Ethernet
networks. Connecting a NAS device to the Ethernet
network is a proven way for multiple network
clients to share and access key sensor data.
Figure 4 - MALE UAV example

Multiple data security levels
On the larger UAVs and other similar large vehicles, the data may be classified at different levels – top
secret, secret, sensitive but unclassified. Not only may these different data levels need to be kept
separate, but access requirements will be different for each level. DAS devices may be the simplest
approach to keep data levels separate since a DAS device is attached to only one SBC. The different
DAS devices cannot communicate with each other, thus keeping data levels separated.
If Ethernet networks are still required, then the simplest approach would be to create physically separate networks
(or enclaves) for each data level. Each enclave would have a different NAS servicing its own network and no
connection between them. With no data flow between the enclaves, the data levels would be kept separate.
However, information flow between enclaves may be necessary in a complex system. In those cases,
a cross domain solution is required to ensure the appropriate data flow and access standards.
Small UAV examples
The UAVs smaller than the MALE and HALE versions have different application requirements. Due to limited size,
space, and fuel, these vehicles require storage products with low size, weight, and power (SWaP), especially for
the smallest UAVs. Cost is another important aspect for the smaller UAVs. That combination of SWaP and cost
is sometimes referred to as SWaP-C. So, what storage device might meet those application requirements?
A DAS device is a likely candidate for the smallest UAVs. A small UAV may only have one computer, and it
would need to be small itself. Larger UAVs often use 6U form factor SBCs, but small UAVs are likely to use a 3U
form factor SBC instead. A DAS device like that shown in Figure 1 can be installed onto even these 3U SBCs.
This very compact packaging makes a lot of sense for small UAVs (and of course other small platforms).
However, the selection of data storage is likely to depend on another factor – data transfer or transport.
Does data need to be transported to the small UAV prior to the mission? This pre-mission data
might include maps of the area to be targeted and mission plans. After the mission, the collected
data may need to be transported back to the base station for more thorough analysis. A DAS device
like that shown in Figure 1 would not work for such an application since it is not readily removable.
The NAS device in Figure 2 does come with up to 8TB of removable, transportable storage.
Adding a full Ethernet network to the smallest UAVs may be possible. However, the addition of network switches
and routers could prove problematic due to space constraints. If there were a limited number of clients, then
a NAS may be connected to those clients with direct wiring avoiding the need for switches and routers. Many
SBCs come equipped with either a 1GbE or 10GbE Ethernet port, allowing direct connection to an external NAS.
Using a NAS device to support multiple clients can eliminate multiple DAS devices, which can help with SWaP.
The weight of many individual DAS devices can add up to adversely affect SWaP for such a small vehicle.
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Unmanned underwater and surface vehicles
Unmanned underwater vehicles (UUV) and unmanned
surface vehicles (USV) provide the United States Navy
(USN) with an efficient way to perform autonomous
missions in difficult and dangerous circumstances.
Without risk to naval personnel, one or more UUVs
may work in concert with a USV or a manned
surface vessel. The UUV may also operate entirely
independently, especially the larger versions.
UUVs and USVs can serve various tasks such as
littoral reconnaissance, seafloor mapping, mine
hunting, and mine elimination. Small, unmanned
vehicles will typically have a limited range and
duration of operation, while the largest may travel
great distances and remain for extended periods.
There are many UUVs in existence today, and more
on the way. These UUVs range from relatively small
to remarkably large. Today, UUV versions number
in the dozens. The USN has divided UUVs into four
basic size categories: small, medium, large, and
extra-large. USVs are divided into four basic size
categories also: very small, small, medium, and large.

UUVs and USVs exhibit many of the same
challenges as UAVs, with a few exceptions. Like
UAVs, they are very concerned with SWaP.
UUVs are powered by and operate from batteries,
and even gliders have batteries to power electronics.
So, power consumption and weight are major
issues. With very limited space, size is another
major concern. Temperature range is not an issue
with UUVs since the water temperature of the ocean
does not vary widely (compared to UAVs). Since
it is difficult to remove tightly packed electronics,
updating the computer software is often an issue.
Like UAVs and other deployed vehicles, UUVs are
also subject to loss or capture , and so encryption
and protection of classified data is a priority.
USVs are more likely to be powered by petrol engines
and so will be less concerned with power consumption.
Size and weight may be less concern than in UUVs.
Salt corrosion is more concerning in USVs as they
ride on the surface and are subject to salt spray.

Older deployed vehicles
Older vehicles may have different restrictions. If these platforms have not been
upgraded with an Ethernet network, a NAS device is not an option. Those
architectures will only support a one-for-one DAS device replacement when
additional storage capacity or more advanced storage capabilities are required.
Many upgrade programs require Ethernet networks which provides flexible data sharing
not possible with DAS devices. Then the possible use of a NAS device is opened.
Manned ISR aircraft examples
For manned airborne intelligence, surveillance, and reconnaissance (ISR)
aircraft, the same issues hold true that were mentioned for the large UAV
Examples. Aircraft like the US Air Force (USAF) Northrop Grumman E-8C Joint
Surveillance Target Attack Radar Systems (JSTARs), and Boeing RC-135 Rivet
Joint signals intelligence (SIGINT) aircraft are examples of large ISR aircraft.
Case study examples
Curtis-Wright periodically publishes case studies that document real world NAS and
DAS applications. In most case studies, the type of vehicle may be mentioned, but
the exact vehicle and customer are left vague for security reasons. Under a nondisclosure agreement (NDA), more precise details may be shared for each example.
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Program requirements
On any large or small program, a program manager will be worried about similar
major topics – technical risk, schedule risk, cost, and delivery. These program
considerations are broader topics than platform and application considerations.

Technical risk
Any new build (or engineering development) will have high technical risk.
That risk may be evaluated to be large or small. Technical risk is simply the
chance that part of the device or product does not function properly. Technical
risk may be mitigated by technical skill and other factors or steps.
Managing technical risk
Technical issues can be avoided, discovered, and resolved at various stages in a
program. It is much better to discover a technical issue early in the program. A technical
issue discovered late in a program may be difficult or nearly impossible to resolve.
The following steps may reduce or uncover technical issues:
•

Definition of requirements – Technical issues may be avoided with better requirements
development. Engineering experience is one factor in producing better requirements.

•

Design – Technical issues may be avoided with better engineering.
Engineering experience is obviously a factor here as well.

•

Design reviews – Technical issues may also be avoided, or at least discovered, by openly
sharing design details during the preliminary design reviews (PDR) and critical design
reviews (CDR). During these reviews, it important to receive honest feedback from other
senior engineers, subject matter experts (SME), and the customer(s). While no one likes
to make or admit a mistake, technical issues may be uncovered and corrected.

•

Design testing – Latent technical issues may be exposed during design verification testing if
that testing is aggressive and robust. One test axiom is, ‘try to break it, not to prove that it works’).

•

Field testing – Technical issues may also be exposed during deployment
and actual use. However, this is the worst time to find an issue.

It is much better and less costly if a technical issue is discovered early in the process since the issue can
be corrected before parts are ordered and before prototypes are built. If discovered late in the process
(during testing or in the field), then the issue is more difficult to correct, and the cost can be very high. In
rare cases, a very serious technical issue may be nearly impossible to fix without starting over again.
Technical Risk: NAS vs. DAS
If a product already exists, whether NAS or DAS, the technical risk will be lower. Prior to release from
Engineering and the first production run, the commercial off the shelf (COTS) vendor will solve the known
technical issues. Deployment will stress NAS and DAS products exposing other possible technical issues. Look
for existing products with high Technology Readiness Levels (TRL). The higher the TRL number, the better.
If the product has not been developed or deployed, then the technical risk is greatly increased
for a program manager. Any new product will have issues that are yet to be discovered.
There should be little difference in technical risk between NAS or DAS
devices that have already been developed and deployed.
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Future NAS or DAS products have technical risks that are yet to be discovered. Neither
type have an advantage regarding technical risks from a development perspective.
A DAS device may be viewed as less risky due to the reduced infrastructure and complexity.
A DAS device is simply connected to or plugged onto a computer with little or no intervening
electronics. There may be a computer bus or backplane, but those are usually passive.
A NAS device is external to the computer(s). It will require attachment to the computer via a wire or cable directly.
It may also be connected to a switch or router, which then connects to the computer or computers.
This architecture adds some complexity and possibly technical risk.

Technical risk
For existing, high TRL NAS or DAS products, no advantage between the two.
For future NAS or DAS products, DAS may have a slight advantage due to relativesimplicity compared to
NAS products.
NAS architecture may be more complex.

Schedule risk
Schedule risk is the likelihood of failing to meet schedule plans and the effect of that failure. Despite
the efforts of PMs, schedule risk is difficult to assess accurately, especially early in a program.
Among other factors, technical issues in a new development will contribute to schedule risk.
Managing schedule risk
Schedule issues can be discovered at any stage of a program. These schedule issues often work in
reverse order to the technical issues described earlier. Technical issues are often more difficult and more
costly to fix when discovered late in a program. Schedule issues that occur early in a program will affect
all the subsequent (or following) activities. A big schedule problem, in the beginning, may push back
many other activities, causing a cascading effect. Smaller schedule issues that occur later in programs
are not unimportant or insignificant, but the later they occur, the fewer other activities they affect.
A short list of causes for schedule issues include:
•

Poor communication

•

Lack of technical knowledge and qualified manpower

•

Changes in scope, requirements, or direction

•

Changes in priorities

•

Too many meetings and levels of review

•

Workload exceeding capacity

Schedule risk: NAS vs. DAS
None of the schedule risk factors would be affected by a NAS versus DAS approach.

Schedule risk
For existing, high TRL NAS or DAS devices, no advantage between the two.
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Unit cost
The unit cost of a DAR device is a major factor for program managers. While cost will certainly
depend on the exact products selected (or developed), DAS products will generally be less
complex and less costly per terabyte (TB) of storage capacity. Why would this be true?
Unit cost: DAS
DAS devices are connected directly to the local
computer. The example DAS device in Figure 1 is
plugged onto a single board computer (SBC). There
is no intervening wiring or structure with such a

DAS device. The DAS device is powered by the
SBC and has no separate power supply, housing,
or structure (other than a printed circuit board and
possible conduction-cooled frame). The example DAS
device is not meant to be removed from the SBC but
instead is fastened down by screws for stability.

Unit cost
DAS devices will typically cost less than NAS devices of equivalent storage capacity.
Unit cost: NAS
The example NAS device in Figure 2 is a separate device (from the SBC) and has its
own housing, power supply, and wiring interfaces. The example NAS has a removable
storage cartridge (RMC). The need for an RMC is dictated by the platform or application
requirements. If an RMC is required, then the storage solution will be more costly.

Total cost of ownership
Due to the relative simplicity of DAS devices, they are easier to deploy. Because the DAS device
is installed within a computer, or attaches directly to it, broader connectivity requirements
don’t need to be considered. However, each DAS device on the platform must be individually
deployed, upgraded, and maintained, which can increase total cost of ownership (TCO).
A NAS device must be connected to the Ethernet network on a platform, which can initially increase

Total cost of ownership
In the long run, one NAS device will prove easier to maintain than multiple and varied DAS devices.
deployment complexity and cost. For example, because NAS devices are designed to minimize SWaP,
they often include very few ports for connection to other devices and systems. So, the NAS must
connect to an Ethernet switch or router, which in turn is connected to all the network clients.
While NAS devices are usually more expensive to purchase and deploy than DAS devices, they provide more
capabilities, such as centralized data storage that eliminates the time and cost required to purchase, upgrade,
and maintain multiple storage devices. These efficiencies reduce TCO.

Delivery
For deployed applications, NAS and DAS devices
both use SATA or NVMe storage modules or disks.
So, supply issues for SATA or NVMe would be
equally allocated to both NAS and DAS devices.
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These types of solid-state disks (SSD) are required in deployed systems due to extreme environments – shock,
vibration, temperature, etc.
For an existing NAS or DAS product, there will be no delivery difference simple due to the type of storage.
While there should be no difference between NAS or DAS devices regarding delivery, an individual manufacturer
may have longer delivery than another manufacture. So, choose an experienced manufacturer with a history of
performance and the processes to support delivery.

Platform requirements
Platform requirements will depend on the specific mission intended for that system or vehicle. Some
differences were mentioned earlier in the examples of small and large UAV platforms. These platform
considerations are narrower than the program considerations but broader than application considerations.
Platform considerations include system architecture, vehicle size, payload, data access, computer
boot approach, and environment. Is the platform large or small? Is the platform mobile or
stationary? How long will the mission last? Will it be deployed on land, on sea, or in the air?

System architecture
A small UAV may only have one computer onboard due to size, weight, and power (SWaP) restrictions (more
on SWaP next). With only one computer, it may not make any sense to install an Ethernet network. So, a
NAS device would not make sense in that instance unless other application requirements dictate otherwise.
If there were multiple sensors with Ethernet ports, then a network may still make sense. Still, with only
one computer, a DAS device may be ideal.
Conversely, a large UAV (or ISR aircraft) may have
many computers and many sensors. So, an Ethernet
network may be the most efficient interconnection
method. Then a NAS device makes sense.

System architecture
Smaller systems may favor DAS devices.
Larger systems may favor NAS devices.

SWaP
In today’s deployed platform designs, SWaP is always a concern unless the application is stationary (like
a large permanent Radar site). Lower SWaP may be required due to the vehicle size (like a small UAV).
SWaP reduction principles are even applied to larger vehicles, though. Lower SWaP
may allow for longer missions due to lower fuel consumption. Lower SWaP may also
allow for more equipment to be packed into a given area (like more sensors).

SWaP
DAS devices have an advantage in SWaP.

With simpler designs, DAS devices will have an
advantage regarding SWaP. The DAS example in Figure
1 is much smaller than the NAS example in Figure 2,
even though that particular NAS is quite smaller
(<60 sq. in.).

Data access
A very critical aspect of a platform may be data
access. If many of the computers and systems
require access to sensor and other data, then a
NAS device will certainly be the right choice.
A DAS device only supports data storage and
access to the computer to which it is connected.
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Environment
Most deployed vehicles are subject to extreme environmental conditions and will require a high
degree of ruggedness. The type or level of ruggedness depends on the application and mission.
Helicopters may have higher vibration requirements than a fighter jet. However,
a fighter may have higher shock requirements than a helicopter.
An unmanned underwater vehicle may be subject to low vibration and shock and be subject to very
constant temperature but will be subject to high degrees of corrosive humidity and salt exposure.
The large UAV examples will be subject to temperature extremes. They may start out
in a desert with temperatures of +30 degrees Celsius and, in a matter of minutes,
climb to very high altitudes with temperatures of -50 degrees Celsius.

Ruggedness
No advantage between NAS and DAS devices.

Many NAS and DAS devices are designed and
tested to the same environmental levels of
shock, vibration, and temperature. Review the
environmental testing results carefully for whichever
storage device is being considered. Consider
the test methods used to achieve the results.

Complexity
With all the computers and sensors, a large UAV or
ISR aircraft will be necessarily complex to meet the
mission profile. A mixture of NAS and DAS devices
may work well in these large, complex systems.
With perhaps only one computer, a small
UAV will be much less complex. Given that a
DAS device is less complex, it may fit better
into one of these less complex systems.

Complexity
For more complex systems, either NAS and/or
DAS devices will work.
For less complex systems, a DAS
device may have an advantage.

Figure 5 - Cockpit electronics view
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Boot requirements
DAS devices can and often do host the operating system (OS) and application program (APP) for the
local computer to which they are attached. Upon power up, the DAS device provides that OS and APP
data quickly to its one computer client. The client OS may be VxWorks, Linux, Windows, or others. The
client application programs are specific to the function that must be performed (mission computer, sensor
management, communications, etc.). If the client OS or APP must be updated, then the DAS device must
be removed and sent to a depot so that the new OS or APP may be installed into its memory. This client
software maintenance cycle may result in vehicle downtime unless a spare DAS device can be re-inserted
immediately. It also can result in wear and tear on computers, connectors, and housings that must be
disassembled to access and remove the DAS device and then re-assembled once the updated DAS is ready.
Network booting from a NAS device can simplify software upgrades for the clients. The RMC is loaded
prior to each mission with the current OS and APP for each client. If an OS or APP requires updating or
upgrading, then these new software versions can be loaded onto the RMC prior to the mission, replacing
the older client software versions. Upon booting, all clients’ software are updated without removal
of either the client or the NAS from the vehicle. Even the small NAS in Figure 2 can support network
booting of multiple clients and has been used to boot 15 network clients in a deployed application.
An additional benefit of such a NAS-based network boot approach is that the OS and APP
data can be protected with encryption. The example NAS in Figure 2 provides two layers
of encryption both of which are approved by the National Security Agency (NSA).
SWaP may also be reduced with network booting. Replacing all the DAS devices with one
NAS device can reduce SWaP. However, most customers use network booting primarily
to reduce client software maintenance cost and time, not to reduce SWaP.
When using the network boot approach with a NAS device, the total startup time for the system
can be slightly longer than booting with multiple, dedicated DAS devices. A local DAS device will
provide the OS and APP very quickly since only one client must be serviced. The NAS device must
service all the network boot clients, and that will likely take longer than the DAS approach.

Boot requirements
For reduced software maintenance and increased system uptime, a NAS device
can boot the network clients using PXE protocol.
For very fast boot times, a DAS device will be faster than a NAS device.
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Application requirements
Application requirements are very important when considering a NAS
or DAS storage device. Application requirements are narrower and
more specific than either program or platform considerations.

Redundancy
Deployed vehicles are frequently put into rugged environments. High shock and vibration will
add wear and tear to data storage devices. Wide temperature swings will stress these electronics
as well. Latent design or manufacturing defects may exist in electronics. For all these reasons
and more, some applications require that DAR be back up in the event of failure.
Including maps, plans, and sensor information, the data on these deployed vehicles are typically classified
and sometimes up to the top-secret level. Modern NAS systems will employ encryption to protect this
classified data. While encryption will protect the data from adversaries, it will not protect the data from failure
of one of the disks. A random array of independent disks (RAID) is used to protect data from disk failure.
To prevent loss of data from disk failure, a RAID 1, 5, 6, or 10 configuration must be
employed. Meant for speed only, RAID 0 will not protect data from disk failure.
Category

RAID 0

RAID 1

RAID 5

RAID 6

RAID 10

Purpose

Speed

Data
Redundancy

Data
Recovery

Data
Recovery

Speed &
Data
Redundancy

Method

Striping

Copying

Striping & Parity

Striping & Parity

Striping &
Copying

Minimum Disks

2

2

3

4

4

Recover from 1
Disk Failure

No

Yes

Yes

Yes

Yes

Recover from 2
Disk Failure

No

No

No

Yes

Depends

Recover from 1
Disk Failure

Yes
Any number

Yes
Even number

Yes
Odd number

Yes
Even number

Yes
Even number

Table 1 - Comparison of RAID Versions

RAID: DAS devices
RAID configurations can be made with DAS devices if they have two or more independent
disks. The DAS devices do not normally include the necessary RAID control functions internally.
So, these controls must be provided externally (by software in the client host).
•

The DAS example in Figure 1 has two independent SATA disks built in.
It can support RAID 1. It cannot support RAID 5, 6, or 10.

•

The DAS example in Figure 6 has four independent SATA disks built in. It can support RAID 1, 5, 6, or 10.
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RAID: NAS devices
RAID configurations can be made with NAS devices if they have two or more independent disks. The NAS devices
will have the necessary RAID control functions built into their electronics. The control may be performed by either
hardware or software. The network client does not have to worry about the RAID function as it is performed by
the NAS separately or independently. The client simple sends the data once to the NAS, which handles the rest.
•

The NAS example in Figure 2 has only one SATA disk built into its RMC. So, it cannot support any RAID function.

•

The NAS example in Figure 6 has four independent NVMe disks built
into its RMM. It can support RAID 1, 5, 6, or 10.

Redundancy
RAID configurations 1, 5, 6, and 10 support data redundancy in the event of disk failure.
DAS devices with two or more disks can support RAID functions, but the host client must control the RAID function.
NAS devices with two or more disks can support RAID functions, and they control the RAID functions internally,
alleviating this task from network clients.
No advantage between NAS and DAS devices.

Security and encryption
A DAS device can be equipped with encryption
which is built into the DAS hardware. AES 256bit encryption is possible with DAS devices. The
encryption algorithm may be approved, or the actual
integrated circuit performing the encryption may be
approved. Make sure you check on the specifics.
An example DAS device with one layer of AES 256bit hardware encryption is shown in Figure 6. That
example DAS can be removed and transported.

Figure 6 – Curtiss-Wright FSM-2 DAS example with AES
hardware encryption

Some DAS devices are equipped with self-encrypting drives (SED). SED-based encryption, especially
AES-256 bit, can be robust. However, it is less desirable to have the encryption circuitry traveling
inside the DAS. Adversaries may have an easier task of unlocking data with such a device. It is best
if no encryption hardware is inside the device which travels back and forth. See the white paper
Choosing the Best Location for Your Data-At-Rest Encryption Technology for more details.
The NAS example in Figure 2 provides two layers of commercial encryption – one hardware
and one software. Both layers have been approved as components in the NSA program called
Commercial Solutions for Classified (CSfC). The encryption is performed in the stationary NAS
chassis, not in the transportable RMC. During transport, the RMC is considered unclassified.
If transport of the data is required, then such a NAS is ideal for that application.
When looking at security and encryption, the
classification level of the data is important. Is the data
top secret, secret, or sensitive but unclassified? Some
NAS devices can handle some lower security levels
but not higher levels. The example NAS in Figure 2 can
support and has handled top secret data applications.
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Speed and bandwidth
Speed and bandwidth are closely intertwined. Speed may be thought of in terms of the raw storage
speed or the front-end input and output (I/O) speed. Bandwidth could be thought of in terms of overall
system throughput. An element of bandwidth would be the memory speed and the inputs/outputs
(I/O). Other bandwidth elements may include processor speed and encryption performance.
DAS speed and bandwidth
DAS speed and bandwidth are essentially the same thing. With no software or processor involved, the
memory speed and memory type determine the overall speed or bandwidth. The front-end interface for DAS
devices is the memory interface itself (SATA or NVMe) or an integrated circuit performing the interface.
A DAS device may be faster than a NAS device due to this simplicity. The DAS device has only
one interface and must service only one client, unlike the NAS devices servicing multiple clients.
A DAS device will only be limited by the speed of the memory interface and controller.
The DAS device memory interface may be based on SATA or NVMe drives. Based on a serial
connection, SATA drives can operate at speeds up to 600 MB/s. Based on a parallel connection,
NVMe drives can operate at speeds up to 3 GB/s with newer versions expected.
The DAS device in Figure 1 presents two SATA lanes to the host, which can send data through either lane
(through a PCIe to SATA controller). The DAS device in Figure 6 presents four SATA lanes to one host or
one SATA lane to four hosts. The host may be sending on one lane and receiving on the other lane. Some
DAS devices will eventually begin using NVMe for the memory as NVMe becomes more rugged.
NAS speed and bandwidth
NAS bandwidth will result from the front-end I/O speed, processor speed, software performance, and
memory speed. When evaluating NAS devices in the context of bandwidth, it’s essential to determine
maximum throughput requirements—the volume of data per second that must be transmitted and
stored without interruption. If the network speed is inadequate or congestion occurs, throughput
may be throttled when multiple clients try to simultaneously access the same NAS device.
The NAS example in Figure 2 has two Ethernet
ports and can send or receive data on either
port. The RMC in that example NAS device has a
SATA drive inside. However, the NAS device must
service all the clients in the system. The overall
bandwidth of the 1 GbE example NAS is slightly
more than 100 MB/s. That example NAS bandwidth
includes two layers of encryption discussed earlier.
You must factor in encryption into the bandwidth
equation if required by the application.

Figure 7 – Curtiss-Wright 10 GbE NAS example

Some NAS systems now support 10 Gigabit Ethernet (10 GbE), like the example shown in Figure 7.
With two external 10 GbE ports and four fast NVMe drives internally, the overall bandwidth of this
system is increased considerably when compared to the 1 GbE NAS in Figure 2. The NVMe drives in
the 10 GbE example NAS act as DAS devices internally supporting the superior system bandwidth.
So, determine the data speed that is required in your application. Balance that
with other factors like transportability, storage capacity, and security.
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Speed and bandwidth
DAS devices will typically store data faster
than NAS devices.
Newer NAS devices with 10 GbE and NMVe
memory are approaching these speeds.

A 1 GbE platform network is often adequate to support
NAS applications. As platform networks accelerate
to 10 GbE, 40 GbE, 100GbE, and even 400 GbE
speeds, concerns about the potential for network
congestion and throughput throttling considerably
diminish because networks with these speeds can
handle extremely high throughput demands.

Storage capacity
SSD storage capacity increases frequently, doubling about every 18 months.
DAS capacity
DAS devices usually have only one, two, or four SSDs. This will limit the total capacity of the DAS
device. The example DAS in Figure 1 has two SATA drives mounted on the mezzanine board. The
capacity today is 1 TB total (521 GB each SSD). Each SATA SSD has its own SATA interface. This
capacity can be increased today if needed and will increase in the future with newer SSDs.
The example DAS device in Figure 6 has four SATA drives. Its total capacity is 2TB. Again, that
capacity can be increased.
When DAS devices with NVMe drives are introduced, the DAS capacities (and speed) will increase dramatically.
NAS capacity
The 1GbE NAS example in Figure 2 uses an industry standard 2.5” SATA SSD inside the RMC.
The current capacity is 8 TB which is considerable for such a small NAS (49 cubic inches). SATA
devices will likely go to 16 TB in the future. When that example NAS began development, 512 GB
was the largest SSD available, and now it supports 8TB, which is quite a rapid advance.
The 10 GbE NAS example in Figure 7 uses four NMVe
SSDs in its removable memory module (RMM). The
current RMM capacity is 16 TB ,with 48 TB and 64 TB
capacities planned. It is expected that this capacity will
increase to 128 TB and beyond in the next few years.

Capacity
NAS devices are often larger and thus
have more room for storage capacity.

Transportability
If mission and map data must be transported to the deployed vehicle prior to every mission, then a NAS
device with an RMC (or RMM) is ideal. The RMC can be loaded with the mission and map data in the ground
station or base station. Then the RMC can be transported (walked or driven) to the deployed vehicle. The
RMC is inserted into the NAS device, and then the system power is applied. Once the RMC is inserted
and the system booted, all the network clients have access to the mission and map information.

Transportability
NAS devices with an RMC are ideal for data
transport to and from the deployed vehicle.
Most DAS devices are not meant for removal.
Some are removable.
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DAS devices are attached or fixed to the local
computer and are often difficult to remove, like the
DAS example in Figure 1. So, it may be impractical to
use such DAS devices for the transport of data. The
DAS example in Figure 6 has a connector capable of
withstanding 100K insertions. So, it can be removed
and transported, but that will require a special host
to accommodate it. Every DAS device will have
its own removal and transport characteristics.
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Interoperability
Interoperability is the ability of a product or system to work with other products or systems.
For computer systems, interoperability focuses on the ability to make use of data or
information between devices that may come from different manufacturers.
Regarding DAR in deployed applications, interoperability would be the ability to share
the DAR between computer systems in the vehicle. Computer systems may be mission
computers, sensor processors, digital signal processors, and other similar systems.
Clearly, NAS devices would support interoperability better than DAS devices. A NAS device can share data with
any client on the network. A DAS device can only share data with the one client to which it is directly attached.
Another factor for interoperability would be the protocols necessary to support the NAS or DAS device. All
modern operating systems support NAS storage protocols like network file system (NFS) or file transfer protocol
(FTP). A table stakes item for any NAS would be to support NFS and FTP plus less-used protocols like CIFS,
HTTP, and iSCSI. Support of these various network protocols increases the interoperability of NAS devices.
DAS devices are connected to only one computer client. If the client supports SATA or NVMe, then the DAS
device will work. DAS devices do not have to interact with other clients and so will typically support one
interface only.

Interoperability
NAS devices support the sharing of data among all network clients while a DAS device shares with only one client.

Maintenance and upgrades
Maintenance and upgrades can be divided into software and hardware. Firmware is included with hardware.
When considering maintenance, consider the maintenance and upgrade of not
only the client computers but also the storage devices themselves.
Software maintenance of client computers
Software maintenance of network clients was discussed earlier. The advantage clearly lies with NAS
devices. Prior to each mission, the RMC can be loaded with the latest client OS and APP. Upon
power up, the NAS device can send the OS and APP to each client using PXE protocol.
If the DAS device is hosting the OS and APP for its one client, the DAS must be removed
from the system and sent to a depot to change the client OS and APP. This process is not as
easy as with a NAS device which has PXE protocol and supports network booting.
Software maintenance of storage devices
DAS devices themselves have no software. So, software maintenance of a DAS device is
not required. DAS devices are composed of dedicated hardware and possibly firmware.
Firmware maintenance may be required, and that would require removal of the DAS
device from the vehicle and likely return to the factory or a maintenance depot.
NAS devices will have software (and maybe firmware) that may require upgrade or updating. Some NAS
devices will have to be removed from the vehicle to upgrade their software. If so, these devices will likely
have to be sent to a depot where qualified personnel can perform the software (or firmware) upgrade.
Like DAS devices, NAS firmware updates will likely require the return of the NAS to the factory.
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The software upgrade method will depend on the given device. Some NAS devices may have command
line interfaces that support a relatively easy software upgrade. New NAS software versions may be
received by email. That NAS software may then be updated via an RS232 port or an Ethernet port.
Some NAS devices may require a local, internal SSD or PROM to be upgraded, which is a more complex
process. With these updates, the NAS may have to be disassembled to access the SSD or PROM.
Hardware and firmware maintenance of storage devices
Hardware and firmware maintenance or update of either a DAS or NAS device will require the removal of that
device from the vehicle. The device will have to be sent to a depot for updates or back to the factory. A NAS
device may be a bit easier to remove from the system than an embedded DAS device. Remember, the NAS
device is separate while the DAS device is normally integrated with its host.

Maintenance and upgrades
Software maintenance of network clients will be easier with a NAS.
Software maintenance of the storage device will be easier with a DAS device.
Hardware and firmware maintenance of the storage device will be easier with a NAS device.

Conclusion
Network attached storage, and direct attached storage devices are both designed into new and upgraded
deployed military systems. This paper has suggested that the choice between the two can be assisted by
looking at three categories of requirements: program, platform, and application. Within each category are subcategories. When deciding regarding NAS versus DAS, add your own requirement categories to those noted.
Starting at the top category, program requirements, may be the best approach for a
decision maker. It may be possible to ‘thin the herd’ quickly and choose a path of NAS or
DAS without spending addition time on platform or application requirements.
For instance, unit cost will often be lower for DAS devices relative to NAS devices. If unit cost
is your primary issue or requirement, then you might make an early decision and focus on DAS
devices. You will have to balance such a focus with other requirements for your program.
The requirement sub-categories are compared with a relative advantage rating for NAS or DAS. These are
subjective and can be adjusted for your program. The ratings are numbered from -2 to +2 as follows.
Relative advantage

Number

Significant advantage

+2

Slight advantage

+1

Neutral

0

Slight disadvantage

-1

Significant disadvantage

-2

Table 2 - Requirements comparison legend

Program requirements decision tree
Remember that program requirements included technical risk, schedule
risk, unit cost, total cost of ownership, and delivery.
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Program requirements NAS

DAS

Technical risk

-1

+1

Schedule risk

0

0

Unit cost

-2

+2

TCO

+1

-1

Delivery

0

0

Table 3 - Program requirements comparison

Platform requirements decision tree
Remember that platform requirements included system architecture, size, weight,
power, data access, boot requirements, complexity, and environment.
Platform requirements

NAS

DAS

System architecture (SA)

-

-

Small system SA

-1

+1

Large system SA

+1

-1

SWaP

-1

+1

Data access

+2

-2

Environment (ruggedness)

0

0

Boot requirements (BR)

-

-

BR maintenance

+2

-2

BR speed

-2

+2

Table 4 - Platform requirements comparison

Application requirements decision tree
Remember that application requirements include redundancy, security, encryption, speed,
bandwidth, storage capacity, transportability, interoperability, maintenance, and upgrades.
Application requirements

NAS

DAS

Redundancy (RAID)

-

-

Security

-1

+1

Security no transport

+1

-1

Security with transport

-1

+1

Speed and bandwidth

+2

-2

Capacity

0

0

Transportability

-

-

Interoperability

+2

-2

Maintenance

-2

+2

Maintenance client SW

-

-

Maintenance storage SW

+2

-2

Maintenance storage HW & FW

-2

+2

Table 5 - Application requirements comparison
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Case study examples
Several case studies were mentioned earlier in this paper. Let’s take
two of those case studies and use them as examples.

Case study example #1: NAS
A case study noted previously is a good example: Unmanned Surface Vehicle Requires NetBoot and Commercial
Encryption. The customer was designing a new unmanned surface vehicle and had three primary requirements:
•

High-capacity removable network attached storage

•

NSA-approved encryption

•

Network booting for multiple clients

High-capacity removable network attached storage
This requirement is a mixture of one Platform requirement and two Application requirements.
Before engaging with Curtiss-Wright, the customer had a system architecture in
mind. With 15 network clients, their program requirements for data access for all
these clients made a NAS device the logically choice for data storage.
Their plan for the USV was to transport data (mission, map, and boot) to the USV prior to each mission. After
each mission, any data captured was to be transported back to the base station for analysis. Removable
storage can be easily interpreted as the transportability requirement under the Application section. NAS devices
have a clear advantage for transport. That may have been how the customer had already decided on NAS.
NSA approved encryption
Given that the USV would be subject to loss or capture, the classified DAR had to be protected
from adversaries. The customer required NSA-approved encryption was another key criterion.
The phrase implies the use of either NSA Type 1 encryption or NSA CSfC encryption. Both are
supported in Curtiss-Wright NAS devices. Curtiss-Wright’s Type 1 NAS device is quite large, and
the Curtiss-Wright’s CSfC NSA device (shown in Figure 2) is quite small and much less expensive.
The customer decided to go with the CSfC NAS device. With two layers of certified encryption, the
classified DAR would be protected during the missions and during transport (to/from the USV).
Network booting of multiple clients
Having decided on a NAS system, the customer sought one that could remotely boot the 15 network
clients planned to be in the USV. A DAS is only attached to one client, and so could only boot one
client. The client wanted to boot 15 network clients, which solidified the choice of NAS.
Their primary goal was to reduce software maintenance for these clients in the future. Before every
mission, the latest operating system and application would be loaded onto the transportable RMC
and inserted into the NAS. Upon booting the USV and the NAS, each client received the latest OS
and APP. By eliminating separate storage in each of the 15 clients, reduction of SWaP was another
benefit of this approach, but it was not the primary driver for the network booting requirement.
Case study #1 summary
The NAS device shown in Figure 2 - Curtiss-Wright DTS1 NAS Example was ultimately chosen,
integrated, and deployed. It provided transportable storage considered unclassified during
transport and was protected with NSA-approved encryption. It was also able to remotely boot all
the network clients by its support of Pre-boot eXecution Environment (PXE) protocol. The customer
made the choice of a NAS device from Curtiss-Wright based on the key requirements.
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Case study example #2: DAS
The case study noted previously is a simple yet good DAS example.
The customer had three primary requirements:
•

VITA 46 SBC with VITA 42 XMC site

•

Required 512 GB minimum of additional storage

•

Customer wanted the storage to be expandable in the future

VITA 46 SBC with VITA 42 XMC site
This platform requirement is a very clear indicator of DAS device, not a NAS device. VITA 42 is an
industry standard defining a mezzanine board format that can be mounted onto a VITA 46 SBC. While
we cannot mention the vehicle type or customer, this application was a deployed military vehicle.
Required 512 GB minimum of additional storage
The SBC already came with some onboard memory but required additional local storage. The minimum storage
capacity was indicated by the customer as 512 gigabytes (512 GB). While storage capacity was not huge,
it was enough to hold the OS and APP for the SBC plus additional data collected during the mission.
Customer wanted the storage to be expandable in the future
While the customer required 512 GB initially, they wanted the DAS design to support capacity
expansion in the future if ever required. Storage capacity is always being driven upwards.
Case study #2 summary
The DAS device shown in Figure 1 - Curtiss-Wright XMC-554 DAS Example was ultimately chosen,
integrated, and deployed. It was mounted onto an SBC. It provided two SATA SSD to the SBC. The
two SATA SSD also allowed for the option to implement RAID 1 if redundancy was required.
The SATA SSD came in mSATA format, which allowed for relatively easy capacity expansion in the future. The XMC554C used came with two 512 GB mSATA SDD for a total capacity of one terabyte (1 TB), which doubled the current
needs. The mSATA format provided an architecture for future expansion as new mSATA SSD became available.
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